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Proactive Probing and Probing On Demand in Service Fault L ocalization

Zhixiong CHEN

Abstract- This paper proposes Proactive Probing and Probing
on Demand (pPOD) approach to monitor the health of a
serviceable component system (SCS) proactively and to localize
faulty serviceable component on demand. In general, many high-
level web services have dependency on other web services and on
the basic network infrastructure The health of such high-level
services relies on the health of all these services and the network
infrastructure. Therefore, we can select a small set of such high
level web services and monitor them by probing their health
periodically. This application-evel performance monitoring
mechanism can greatly reduce the overhead of satisfying service-
level objectives. When abnormal events occur, we are able to
follow the dependency path to localize possible failures based on
the outcomes of incremental on demand probing. The proposed
approach effectively reduces the resource and traffic cost in
performance monitoring and speeds up the diagnosis process
when compared with traditional performance monitoring and
fault localization methods.

Index Terms—Performance Monitoring; Fault Localization;
Proactive Probing; Reactive Diagnosis, Spatial and Temporal
locality.

1. [INTRODUCTION

User-perceived web service performance is an important
part of performance management in a web service
environment. These services are usualy end-to-end user
applications and depend on other services and on network
infrastructures in which services are hosted. For example, a
simple online inventory inquiry request depends on many
hardware and software components such as user-side PC
machine, a browser, Domain Name Service (DNS), routers
and hubs, server side machines, web servers application
servers and database servers. Any abnorma performance of
these components will cause on the user side a longer response
time or even falure. By monitoring the quaity and
performance of these web services, we can actually monitor al
the elements upon which these services depend.

When an abnorma or failure event happens, we, however,
would like to diagnose each component along the path in order
to localize a faulty component or components.

This technology is generally termed as probing technology.
The challenge is to find a reasonable small set of probes for
monitoring and makefault localization as fast as possible.

In [1], Kliger et al propose a coding approach to network
event correlation. They view events as system-generated
messages encoded in sets of darms that the events cause, and
the problem of correlation as decoding these alarms to identify
the message. The coding technique proceeds in two phases,
offline codebook selection and online decoding. In the
codebook selection phase, a subset of alarms is selected as a
codebook that optimally pinpoints problems and achieves a
level of noiseinsenditivity. The small set of alarms is to be
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monitored constantly. When alarms are observed, the decoding
phase starts. These adlarms are anayzed to identify the
problems that cause them. The coding approach reduces the
complexity of read-time correlaion anaysis through
preprocessing of the event knowledge model.

More specificaly, the codebook design problem isto find a
minimal codebook such that the radius, defined as the one half
of the minimal distance among pairs of codes, isbigger than a
given level of digtinction. In a deterministic model, the
distance between two code vectors a=(a,ay,..,a,) and

b=(b,b,,...b,) isdefined as

d(a,b) = > d(ay,by).
The Hamming distance is a specia case. In a probabilistic
model, alog-likelihood measure can be used, that is

d@b)=y| a—"]
(a,b) Z‘g[bK

with Ig(%} =0and Ig(gjzlfor n=0.
n

The problem of decoding isto find for a given alarm vector
a the problem codes P that minimize the correlation
measure u(a, p) for any p e P. The correlation measure is an

asymmetric mapping that distinguishes alost symptom from a
spurious one. In the deterministic model, a lost symptom
correlation measure can be set as x(01) =« and a spurious

symptom as p(1,0) = 8 . And the correlation measure u(a, p)
can be set as the form Y.d(ay , by ) as before In the probabilistic

model, a correlation of occurrence u(L a) = |Ig(a) while that

of non-occurrence u(0,a)=flg(l-a) . We can get the

corresponding logarithmic form of correlation measure.

In [2,3], Brodie et al explore the probing technology to
network fault localization. They use dependency matrix
between network nodes and probes to describe diagnostic
power and define diagnostic ability H(P) of a set of

probesP as

H(P)= 3 Mg(n )

1=
where n is the total number of nodes, K is the group numbers

induced by P, that is, nodes in each group could not be
distinguished further through P, and n is the number of

nodes in group i. It is a form of conditional entropy in
information theory [4] and can be used to define next most
informative probe, the smaller the value of H(P), the better
the probe. Based on the diagnostic ability, they propose two
algorithms, a subtractive approximation algorithm and additive
algorithm to construct pre-planned localy optimal set of
probes.

In the diagnostic phase, they extend dependency matrix
with uncertainties into two layer noisy-AND Bayesian
network that encodes probabilistic dependencies between the
possible faults and symptoms. The first layer is of n un-





















